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14 June 2023

NOTICE IN TERMS OF SECTION 61(2) OF THE PROTECTION OF PERSONAL INFORMATION
ACT NO 4 OF 2013 (POPIA) CODE OF CONDUCT: THE DIRECT MARKETING ASSOCIATION
OF SOUTHERN AFRICA (DMASA).

1. In terms of the provisions of section 61(2) of POPIA, the Information Regulator (Regulator) gives
notice that the Regulator is in receipt of a proposed code of conduct from the Direct Marketing
Association of Southern Africa (DMASA) that deals with how personal information will be

processed in the Direct Marketing Industry.

2. The purpose of the code of conduct is to-
2.1. promote appropriate practices by members of DMASA governing the processing of

personal information in terms of POPIA;

2.2. encourage the establishment of appropriate agreements between members of DMASA
and third parties, regulating the processing of personal information as required by POPIA

and dictated by good business practice; and

2.3. to establish procedures for members of DMASA to be guided in their interpretation of
principally POPIA, but also other laws or practices governing the processing of personal
information, allowing for complaints against DMASA to be considered and remedial action,

where appropriate, to be taken.

3. The code of conduct governs-
3.1. the processing of personal information (including personal information of data subjects) by

institutions that are members of DMASA.



Reproduced by Data Dynamics under Government Printers' Copyright Authority 9294 dated 24 September 1991

STAATSKOERANT, 30 JUNIE 2023 No. 48865 29

3.2. where appropriate, agreements that may need to be concluded between members of
DMASA and third parties promoting, and to the extent possible ensuring that personal

information is processed in compliance with POPIA; and
3.3. the enforcement by DMASA of the provisions of the code of conduct.
4, A notice will be published in the Government Gazette in compliance with section 61(2) of POPIA.

Affected persons are invited to submit written comments to the Regulator email address:

POPIACompliance@inforegulator.org.za. within fourteen (14) days after publication of the notice

in the Government Gazette. A copy of the proposed code of conduct will be made available on
the Regulator’s website, alternatively, a request for a copy of the code may be made by
addressing correspondence to email address:

POPIACompliance@inforegulator.org.za
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1. About the Direct Marketing Association of South Africa

The Direct Marketing Association of South Africa (DMASA) is an independent body that
companies in the Direct Marketing industry set up and pay for to ensure that the industry's
self-regulation system works in the public's interest. DMASA is a voluntary membership
association.

DMASA has developed this POPIA Code of Conduct (Code) to ensure that all DMASA
members comply with the requirements of POPIA when they engage in Direct Marketing
Activities. Once this POPIA Code of Conduct is recognised under POPIA, this POPIA Code of
Conduct shall be enforceable against all DMASA members. DMASA has engaged other
industry associations and direct marketers in drafting this Code to ensure that these
stakeholders were consulted, and their feedback is taken into account.

2. About this POPIA Code of Conduct

2.1. The purpose of this Code

The purpose of this Code is to:

J make it clear to DMASA members how to comply with POPIA when engaging in
Direct Marketing and mitigate POPIA compliance risk;

J express DMASA’s interpretation of POPIA;

J raise the standards of good conduct in the Direct Marketing industry without
endangering the vitality and growth of business;

J create a panel of experts to adjudicate complaints related to Direct Marketing;

J provide a consistent, accessible and efficient system for the consensual
resolution of disputes arising from the Processing of Personal Information;

J provide safeguards when Responsible Parties link datasets for Direct Marketing
purposes; and

J Educate Data Subjects as to their rights and redress available to them, should a

DMASA member breach POPIA or this Code.
2.2. Commencement of the Code

This Code will come into effect 28 days after the Regulator issued the Code and published a
notice in the Government Gazette.

DMASA will publish the commencement date of the Code on its website with a copy of the
issued Code.

2.3. Defined terms and footnotes
If a word is capitalised, it is defined in the Glossary.

Footnotes have been included to document the rationale behind specific provisions and
facilitate a review of the Code. Once the Regulator issues the Code, these footnotes will be

removed.
ny
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3. The scope of the Code

This Code applies to DMASA members when they engage in Direct Marketing Activities. The
Code will apply to any Direct Marketing Activity where Personal Information is Processed after
the effective date of the Code, regardless of when the Direct Marketing Activity started. The
Code does not apply retrospectively.

For instance, a Responsible Party collected Personal Information in 2018 and used that
Personal Information for Direct Marketing after the Code became effective. The Code does
not apply to the collection of Personal Information, but the Direct Marketing Activities
engaged after the effective date of the Code must comply with the Code.

Direct Marketing Activities include all the activities in a Direct Marketing® process that
involve Processing Personal Information. For instance:

J collecting Personal Information for Direct Marketing

. lead generation for Direct Marketing

J profiling Data Subjects for purposes of Direct Marketing

J sending Direct Marketing messages

J telemarketing

J managing Data Subjects' Direct Marketing consent

) asking Data Subjects for donations

J destroying or deleting Personal Information used for Direct Marketing

If you answer 'yes' to all of the following questions, then this Code applies:

) Are you Processing identifiable Personal Information? Processing includes
collecting, creating, sharing, transforming, storing, or destroying Personal
Information.? Identifiable Personal Information is any information related to a
living individual or an existing juristic person (e.g., a company or other
organisation) that can make it possible to identify that individual or juristic
person.? The Code does not apply to permanently De-identified information.*

1 Section 1 of POPIA defines ‘Direct Marketing’ as meaning 'to approach a data subject, either in person or by
mail or electronic communication, for the direct or indirect purpose of-

(a) promoting or offering to supply, in the ordinary course of business, any goods or services to the data
subject; or

(b) requesting the data subject to make a donation of any kind for any reason.’
2 See the definition of Processing, section 1 of POPIA and the Glossary.
3 See the definition of Personal Information, section 1 of POPIA and the Glossary.

4 Section 6(1)(b) of POPIA.
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. Is the purpose of Processing Personal Information related to Direct Marketing?
Direct Marketing is the Processing of Personal Information to approach a Data
Subject to promote or offer to supply goods or services to the Data Subject or ask
the Data Subject for a donation.”

J Is the Processing taking place in South Africa? The Code applies to all
Responsible Parties based in South Africa who engage in Direct Marketing
Activities in South Africa.®

4. Consider whether other legislation applies

DMASA members’ Direct Marketing Activities may be governed by other legislation,
regulations, or codes of conduct. If other binding legislation, regulations, or codes of
conduct provide more extensive protection of Personal Information or the rights of Data
Subjects, the member must comply with the most extensive requirements.

5. Determine who must ensure that direct marketing activities
comply with this Code

5.1. The roles and responsibilities in direct marketing activities

POPIA introduced the concept of a Responsible Party. The Responsible Party is the public or
private body or a person who, alone or with others, determines why and how Personal
Information is Processed.’

The Regulator and Data Subjects will hold the Responsible Party liable if they do not comply
with POPIA.2 The Responsible Party must ensure that Direct Marketing Activities comply
with POPIA before the activities begin and until they are completed.®

When an organisation generates its own leads and manages its own Direct Marketing, it is
accountable in terms of POPIA and must comply with POPIA, but when it relies on others to
generate leads or to market on its behalf, their roles in the Direct Marketing Activity will

5 See the definition of Direct Marketing, section 1 of POPIA.

6 Section 3(1)(b) states that ‘(POPIA) applies to the processing of personal information where the responsible
party is domiciled in the Republic; or not domiciled in the Republic, but makes use of automated or non-
automated means in the Republic, unless those means are used only to forward personal information through
the Republic’. Organisations are domiciled in South Africa if they meet the definition of ‘resident’ in section 1
of the Income Tax Act 58 of 1962. This will be the case if the organisation is incorporated, established or
formed in South Africa, or if it has its ‘central management and control’ in South Africa.

7 See the definition of Responsible Party, section 1 of POPIA.

8 Section 8 states that the Responsible Party must ensure that the conditions for lawful Processing of Personal
Information are met. Except for sections 20 and 21, the conditions all refer to the ‘responsible party’.

9 See condition 1: accountability, section 8 of POPIA.
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determine who is-accountable. They may be independent Responsible Parties, co-
Responsible Parties, or Operators:

Independent Responsible Parties are organisations or individuals who
Responsible Parties determine the purpose of and means for Processing
Personal Information.

Responsible Parties decide:

e why ('to what end' or 'what for') Personal
Information is Processed

e how (which means to employ to reach the objective)
Personal Information is Processed

e what Personal Information to Process

e how long to Process Personal Information

e who has access to the Personal Information

e which Operators to appoint to Process Personal
Information on their behalf

Responsible Parties are accountable for complying with
the Code.

Co-Responsible Parties | Co-Responsible Parties work towards a common purpose
and make joint decisions when Processing Personal
Information.1° Each Co-Responsible Party is necessary for
the Processing to take place and has a tangible impact on
determining the purpose and means of Processing.

More than one Responsible Party may be co-Responsible
Parties for certain parts of a Direct Marketing Activity and
independent Responsible Parties for the other parts of the
Direct Marketing Activity.

Co-Responsible Parties are jointly responsible when they
process Personal Information; this means that the Regulator
and Data Subjects can choose who to hold liable should any
of the Co-Responsible Parties not comply with the Code.

10 The definition of Responsible Party in section 1 of POPIA explicitly allows for multiple responsible parties
that act together.
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They can also choose to hold co-Responsible Parties liable
together.!

Operators An Operator is a person or organisation that processes
Personal Information for a Responsible Party in terms of a
contract or mandate, without coming under the direct
authority of that party.?? So, employees (as defined by
labour law) are not Operators.

Operators may make decisions about non-essential aspects
of a Processing activity.

The Regulator and Data Subjects will hold the Responsible
Party liable if an Operator does not comply with the Code.
The Responsible Party can hold the Operator liable in terms
of a contract.

If a Responsible Party (or parties) uses an Operator, they
must agree in writing that the Operator will comply with the
Code's security safeguards.

5.2. Identify the responsible party, co-responsible parties, and operators

DMASA members who undertake Direct Marketing Activities with others must conduct an
accountability assessment to:

J identify the Responsible Party, co-Responsible Parties and Operator(s); and
J conclude the appropriate agreements.

DMASA members can use the flowcharts and tables below to distinguish between
Responsible Parties, co-Responsible Parties and Operators. When DMASA members perform
an accountability assessment, members must also take the following factors into account:

e the factual circumstances related to the Processing activities;
e any agreements underpinning the relationships between the parties;

1 POPIA is not clear on how liability will be apportioned. Commentary under the EU Data Protection Directive
states that unless the co-responsible parties or the factual circumstances indicate otherwise, the liability will
be joint and several. Please see Article 29 Data Protection Working Party Opinion 1/2010 on the concepts of
‘controller’ and ‘processor’ 24, available at https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2010/wp169_en.pdf.

12 see the definition of Operator, section 1 of POPIA.
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e the Data Subject’s understanding of the Processing activities and the responsibilities
of the parties involved.

Is another
organisation
involved in the Direct
Marketing Activity?

No

Yes

DO YOU DECIDE:
What the purpose of the Processing is?
What Personal Information will be collected and Processed? No PO VOU_ EITHER; . Yes
Whose Personal Information to Process? Actonly, onl I.nStYUCtIOhS froma clle.n[; oF
Whether the Personal Information will be shared with Third Do you only make decisions about non-essential aspects of the
Parties? activity (e.g., what time of day to send the newsletter)

How long the Personal Information will be stored?

You're an Operator

Yes No

You are the iz
- €
Responsible Party

Does another organisation influence (e.g., they must either be
consulted or provide sign-off) how Personal Information is
Processed or the purpose that the Personal Information is used
for?

Will the Processing be impossible without your and the other
organisation's participation?

Do the common or converging
Yes decisions on how and why you Yes
process Personal Information
relate to the whole of the
Processing activity?

You are co-responsible parties for
the whole Processing activity.

N
No °

If the common or converging decisions only relate to specific stages of the
Processing, you are co-Responsible Parties for the stages of the Processing for
which you determine the purpose and means together.

You are independent Responsible Parties for those Processing activities where you
determine purposes and means separately.

You are the sole

Responsible Party

Factors that indicate you are a Responsible | Factors that indicate you are an Operator
Party

You obtain benefit from or have an interest | You Process the Personal Information for
in, the Processing. another organisation's purposes and
according to its documented instructions.

You make decisions about Data Subjects as | Another organisation monitors your
part of or because of the Processing. Processing activities to ensure that you
comply with instructions and terms of a
contract.
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The Processing activities are naturally You do not pursue your own purpose in the
attached to your role (e.g., a retailer Processing other than your own business
Processing their customers' Personal interest to provide services.

Information to receive account payments).

The Processing refers to your relationship You have been engaged to carry out specific
with the Data Subjects as employees, Processing activities by someone who, in
members, customers etc. turn, has been engaged to Process Personal
Information on another organisation's
behalf and that organisation's documented
instructions. In this case, you are a sub-
Operator.

You have complete autonomy in deciding
how Personal Information is Processed.

You have authorised an external
organisation to Process Personal
Information on your behalf.

5.3. Accountability checklist for responsible parties
All Responsible Parties must:

[1 Appoint an Information Officer and Deputy Information Officer(s) where the size of
the Responsible Party justifies it, who must ensure compliance with the Code.
Information Officers and Deputy Information Officer(s) must be registered with the
Regulator.'® The Information Officer and Deputy Information Officer(s) 's roles must
be described in writing and explicitly refer to the Code.

[] Create a POPIA compliance framework.'* This framework must document how the
Responsible Party will implement the Code in their policies, procedures, standards,
templates, and other binding documents. These documents must set out the
responsibilities for different Direct Marketing-related roles. At least once every two
years, the Information Officer and Deputy Information Officer(s) must review and
audit that these documents comply with POPIA.

13 See the Information Regulator’s Guidance Note on Information Officers and Deputy Information Officers for
further guidance.

14 POPIA regulation 4(a).
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https://inforegulator.org.za/information-officers/

[] Create, publish, and implement a Promotion of Access to Information Act (PAIA)
manual.?®

[J Complete and document a Personal Information Impact Assessment (PIIA) before
new Direct Marketing Activities start.’® When a Direct Marketing Activity is the same
or similar to a previous activity that was assessed previously, the Responsible Party
may rely on the previous assessment.

[J Ensure that everyone involved in Direct Marketing Activities receives training on
their data protection responsibilities.’

If more than one organisation participates in the Direct Marketing Activity, the Responsible
Party must also:

[ identify the Responsible Party(s), co-Responsible Parties, and Operators involved in
the activity;
[0 conclude agreements with Operators in which they agree:

o to limit the use of Personal Information to instances where it has the
Responsible Party's written authority,

o that the Personal Information is confidential and that they must not share it
with Third Parties without the Responsible Party's written authority,

o toimplement appropriate security safeguards (equivalent to or stricter than
the security safeguards section of this Code) when Processing Personal
Information,

o to notify the Responsible Party as soon as reasonably possible in the case of a
security compromise, and

o to take any additional steps the Responsible Party requires to comply with
the Code;

[0 comply with the transborder information flows section of the Code where Personal
Information is transferred to a Third Party in another country.

6. Perform a personal information impact assessment

A Personal Information Impact Assessment (PIIA) aims to measure current or planned Direct
Marketing Activities against the conditions for the lawful Processing of Personal Information
set out below.

DMASA members must assess all Direct Marketing Activities against the following
conditions.

15 POPIA regulation 4(c).
16 POPIA regulation 4(b).

17 POPIA Regulations 4(e).
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6.1. Condition-1:Accountability

The Responsible Party is accountable for complying with the Code.!® Refer to paragraph 5
for guidance on identifying the Responsible Party and any other role players in a Direct
Marketing Activity and their responsibilities.

All Responsible Parties must comply with the accountability checklist in paragraph 5.3.
6.2. Condition 2: Processing limitation
6.2.1 Lawfulness

Responsible Parties must perform a PIIA to assess all Direct Marketing Activities against the
Code to ensure that the Processing of Personal Information is lawful and reasonable.®

6.2.2 Minimality

Personal Information may only be used in Direct Marketing Activities if the Personal
Information is adequate, relevant, and not excessive.?° The purpose of each piece of
Personal Information must be documented.?!

To assess whether Personal Information is adequate, relevant and not excessive, the
Responsible Party must consider the following:

e s it necessary to collect all the Personal Information? Are some pieces of
information not needed to achieve the purpose? The least amount of Personal
Information must be collected.

e Isthere aless intrusive way to Process Personal Information? If less intrusive
methods are available, the Responsible must use the least intrusive Processing
method.

6.2.3 Consent, justification, and objection

Responsible Parties may only Process Personal Information based on one of the grounds for
lawful Processing. Before starting the Direct Marketing Activity, they must identify and
document the relevant ground for lawful Processing.

18 Section 8 of POPIA.
19 Section 9 of POPIA.
20 Section 10 of POPIA.

21 Section 13 of POPIA.
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The grounds for the lawful Processing of Personal Information for Direct Marketing include
the following:??

e the Data Subject consents to the Processing (available for Direct Marketing by any
means or communication channel);

e the Data Subject is a customer of the Responsible Party (available for Electronic
Direct Marketing);

* Processing protects the legitimate interests of the Data Subject (only available for
Direct Marketing done by postal mail, telephone, or in person);

e Processing is necessary for pursuing the legitimate interests of the Responsible Party
or of a Third Party to whom the information is supplied (only available for Direct
Marketing done by postal mail, telephone, or in person).

The grounds for the lawful Processing of Special Personal Information and the Personal
Information of Children are discussed in paragraphs 6.9 and 6.10.

6.2.3.1 When a Responsible Party must ask for Consent

A Responsible Party must ask for a Data Subject's Consent to Process their Personal
Information for unsolicited Electronic Direct Marketing.

Electronic Direct Marketing is Direct Marketing using electronic communication, including

e email
e SMS
e fax

e automatic calling machines
e push notifications

direct messaging via social media Direct Marketing is 'unsolicited' if the Data Subject is not
already a 'customer’ of similar products or services of the Responsible Party.

Consent must be a voluntary, specific, informed expression of will.?3 A Responsible Party
may only approach a Data Subject once to ask for their Consent for Electronic Direct
Marketing, and the Consent mechanism must comply with the essential elements of Form 4.
This means that Responsible Parties do not have to follow Form 4 verbatim. They are:?*

e full name of the Data Subject who gives Consent;

e the signature or other mode of acceptance of the Data Subject (in person or
electronically);

e the date and location where the Consent was given;

22 Section 11 and 69 of POPIA.
23 Section 1 of POPIA, definition of consent.

24 POPIA regulation 6.
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the identity and contact information of the Responsible Party;

e the identity, contact information, and signature of the person designated to act on
behalf of the Responsible Party (if the Data Subject engages with the Responsible
Party on the Responsible Party's channels, these details are not required);

e what goods, products or services will be marketed; and

e the electronic communication channels that will be used.

The Responsible Party must be able to prove that they received valid Consent from the Data
Subject.?® They must keep a record of:2°

e proof of when and how they obtained Consent;

e Consent wording;

e the information provided to the Data Subject at the time;

¢ how they informed the Data Subject; and

e their workflow for receiving Consent and withdrawals of Consent.

6.2.3.2 When a Responsible Party do not need to ask for Consent
Responsible Parties do not have to ask for Consent if they

e send Electronic Direct Marketing of their own similar products or services to
'customers’,

e can rely on their own or a Third Party's legitimate interests to do Direct Marketing by
postal mail, telephone, or in person;?’ or

e protect the Data Subject's legitimate interests by doing Direct Marketing by postal
mail, telephone, or in person.?®

A Responsible Party does not have to ask for prior (opt-in) Consent for Electronic Direct
Marketing of its own similar products or services to 'customers'.

A Data Subject will be considered to be the Responsible Party's ‘customer’ for purposes of
Electronic Direct Marketing when the:??

* Responsible Party obtained the Data Subject's contact details 'in the context of a sale
of a product or service';

25 Section 11(2)(a) of POPIA.

26 European Data Protection Board Guidelines on consent 05/2020 paragraph 108, available at
https://edpb.europa.eu/sites/default/files/files/filel/edpb_guidelines_202005_consent_en.pdf

27 Section 11(1)(f) of POPIA.
28 Section 11 (1)(d) of POPIA.

29 Section 69(3) of POPIA.
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* Responsible Party obtained the contact details for Direct Marketing. To prove this,
the Responsible Party must have notified the Data Subject of their intentions
through a privacy notice or statement when they collected the contact details;

e Electronic Direct Marketing is for the Responsible Party's 'own similar products or
services'; and

Data Subject was given a reasonable opportunity to object, free of charge, to using their

contact details when the information was collected and with each subsequent Direct

Marketing communication.

Responsible Parties may Process Personal Information for Direct Marketing Activities if the
Processing protects the Data Subject's legitimate interests or if the Processing is necessary
for pursuing the legitimate interests of the Responsible Party or a Third Party to whom the
information is supplied.?® This justification is only available for Direct Marketing done by
mail, telephone, or in person.

To rely on their or a Third Party's legitimate interests, the Responsible Party must show that
the limitation of the Data Subject's right to privacy is reasonable.3! The Responsible Party
must do a Legitimate Interest Assessment to determine whether Processing will be lawful. A
Legitimate Interest Assessment consists of three parts:3?

e Purpose test: is the Responsible Party pursuing a legitimate interest (i.e. is the
purpose legal)?
e Necessity test: is the Processing necessary for that purpose? Is this the least intrusive

way of achieving the result required?
e Balancing test: do the Data Subject's interests override the legitimate interests?

6.2.3.3 Right to unsubscribe and withdraw Consent

Data Subjects must always be allowed to unsubscribe or opt out of Direct Marketing.33 Refer
to paragraph 6.8 for more information about the Data Subjects' rights.

6.2.4 Direct collection from the data subject

Responsible Parties must collect Personal Information directly from the Data Subject.3*

30 Section 11(1)(d) and (f).
31 section 36 of the Constitution of South Africa.
32 The UK Information Commissioner’s Office Guide to the General Data Protection Regulations. Legitimate

interests available at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/.

33 Section 5(e) of POPIA.

34 Section 12 of POPIA.
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6.2.4.1 Exceptionsto the direct collection rule

Responsible Parties may collect Personal Information from Third Parties if one of the
following exceptions apply:3®

The Personal Information is Examples of Public Records®’ include:

contained in or derived from

a Public Record. * the Deeds Registry

e Companies and Intellectual Property
Commission ('CIPC') records

e certain court records

The internet is not a public record.

The Data Subject deliberately | If a Responsible Party wants to rely on this exception,
made the Personal the Data Subject must have:

Information public.
¢ made the information public:

¢ published the Personal Information
themselves; and
¢ deliberately made the information public.

The Data Subject gave The Consent must be voluntary, specific, and an
Consent that the Responsible | informed expression of will.

Party could collect the
Personal Information from Responsible Parties must inform the Data Subject of

Third Parties. the specific Third Parties or categories of Third Parties
from whom they will collect the Personal Information.

35 Section 12(2) of POPIA.

36 Section 12(2) of POPIA contains additional exceptions that are not relevant to collection for Direct Marketing
Purposes.

37 Section 1 of POPIA defines a ‘public record’ as ‘a record that is accessible in the public domain; and is in the
possession of or under the control of a public body (but not necessarily created by the public body)’. Typically,
if there is any impediment (e.g., a paywall or a data wall) to the accessibility of the information, the
information is not considered ‘accessible in the public domain’.
DIRECT MARKETING ASSOCIATION OF SOUTH AFRICA
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Collection from a Third Party | Responsible Parties must do a Legitimate Interest
is necessary to maintain the | Assessment to assess whether their interests
legitimate interests of the outweigh the Data Subject's right to privacy.
Responsible Party or a Third
Party.

Collection from a Third Party | Responsible Parties must assess whether the
would not prejudice a processing would negatively impact the legitimate
legitimate interest of the interests of the Data Subject.

Data Subject.

6.2.4.2 Collection from third parties

If a Responsible Party collects Personal Information from a Third-Party source, the
Responsible Party must obtain written confirmation from the Third Party that they comply
with POPIA.

6.3. Condition 3: Purpose specification
6.3.1 Collect Personal Information for a specific purpose

Responsible Parties must document the specific purpose why they collect Personal
Information.38

6.3.2 Retention and restriction Records of Personal Information

The Responsible Party may keep Records of Personal Information after the Direct Marketing
Activity is concluded if:3°

e the Record is required for its functions or activities;

e thereis a contract between the Data Subject and the Responsible Party that requires
the Record to be retained;

e retention is required or authorised by law;

e the Data Subject consented that the Record be retained; or

e the Responsible Party uses the Record for historical, statistical or research purposes
and implements additional security measures, for instance pseudonymisation,
implementing strict access controls, etc.

Responsible Parties must create and implement a records retention schedule that
determines default rules for:

38 Section 13 of POPIA.

39 Section 14(1) and 14(2) of POPIA.
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how long the Record should be retained (e.g., until the conclusion of the Direct
Marketing campaign and for three years after that); and

e why the Record must be retained (e.g., for analytics, to measure return on
investment).

When a retention period ends, the Responsible Party must delete, destroy or de-identify the
Personal Information as soon as reasonably possible.?° If Personal Information is held in the
cloud or by a service provider, the Responsible Party must ensure that the Personal
Information, and any backups, are securely deleted, destroyed, or permanently de-
identified.*!

6.4. Condition 4: Further processing limitation

When the initial purpose for which Personal Information is processed changes or the
Personal Information is used for a 'new' purpose, it is referred to as further Processing.
Responsible Parties may only Process Personal Information further if the new purpose is
compatible with the purpose for which the Personal Information was collected.*?

The Responsible Party must assess whether the new purpose is compatible with the original
purpose of collection by considering the following:*3

* The relationship between the original purpose and the new purpose. It will be
compatible if the new purpose is implied in the original purpose (e.g., a logical next
step).

e The nature of the Personal Information concerned. If the Responsible Party uses
sensitive Personal Information, such as Special Personal Information or the Personal
Information of a Child, the test for compatibility with the original purpose is stricter.

e The consequences of further Processing for the Data Subject. The Responsible Party
must assess both negative and positive consequences of Direct Marketing Activities
for the Data Subject. For instance, will the Data Subject's Personal Information be
shared with Third Parties? Will the Data Subject's Personal Information be altered or
combined with other datasets? Will the Data Subject reasonably expect the new
activity?

e The way the Personal Information was collected. The Responsible Party must
consider the circumstances in which the Personal Information was collected. Did the
Responsible Party collect the Personal Information from Third Parties? What
information did the Data Subject receive when their Personal Information was

40 Section 14(4) of POPIA.
41 Section 14 (5) of POPIA.
42 Section 15(1) of POPIA.

43 Section 15(2) of POPIA.
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collected? What would a reasonable person expect their Personal Information to be
used for based on the context of the collection?

e Any contractual rights between the Data Subject and the Responsible Party. The
Responsible Party must consider the nature of their relationship with the Data
Subject to assess whether further Processing is compatible with the original purpose
of Processing. For instance, what is the generally accepted practice in the context,
the balance of power between the Responsible Party and Data Subject, and whether
the Data Subject could easily object to the Direct Marketing Activity?

When specific requirements are met, the Responsible Party does not have to assess
compatibility as described above and would the further Processing of Personal Information
automatically be compatible. These requirements are that:*

e the Data Subject Consented to the new Processing activity;

e the Personal Information is available in or derived from a Public Record;*

e the Data Subject deliberately made the Personal Information public; or

o further Processing of the Personal Information is for historical, statistical or research
purposes and that the Responsible Party ensured that the Personal Information
would not be used for any other purpose and the results would not be published in
an identifiable form.

6.5. Condition 5: Information quality

Apart from ensuring that the Personal Information the Responsible Parties Process is
adequate, relevant and not excessive, Responsible Parties must also take reasonably
practicable steps to ensure that the Personal Information is complete, accurate, not
misleading and updated where necessary.*®

To establish what is 'reasonably practicable’, the following factors should be considered:

e Therisk to or impact on Data Subjects when the Personal Information is incorrect.
High-risk activities include profiling and automated decision-making.

e The availability of technical or other measures to ensure the quality of the Personal
Information. If possible, Responsible Parties should provide easy methods where
Data Subjects can update their Personal Information.

4 Section 15(3) of POPIA. Section 15(3) contains additional circumstances when further processing will
automatically be compatible. Those circumstances are not relevant to Direct Marketing Activities, so we do not
list them here.

45 A ‘public record’ is a record that is accessible in the public domain and that is in the possession of or under
the control of a public body, whether or not it was created by that public body. See the definition of public
record in section 1 of POPIA. Information collected from social media accounts or company websites is not

‘public records’.

46 Section 16 of POPIA
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The cost of compliance. The cost may be prohibitive or excessive compared to the
risk posed to Data Subjects.

6.6. Condition 6: Openness
6.6.1 Document the direct marketing activities

Responsible Parties must maintain a Record of all Direct Marketing Activities and publish a
PAIA Manual that describes the:#’

e purpose of Processing Personal Information;

e categories of Data Subjects and the categories of Personal Information;

e the recipients or categories of recipients to whom the Personal Information may be
supplied;

e planned transborder flows of Personal Information; and

e ageneral description of the information security measures implemented.

6.6.2 Notify data subjects when collecting personal information

Responsible Parties must inform Data Subjects when they collect their Personal Information
and if they intend to use it for Direct Marketing Activities.*®

Responsible Parties do not have to notify Data Subjects if:

e they notified the Data Subject previously and are subsequently collecting the same
kind of Personal Information from the Data Subject for the same purpose; and
e the Data Subject gave Consent not to be notified.*

The notification must:

e be made before Personal Information is collected, unless this is impossible (e.g., if it
is collected from a Third Party), in which case the Data Subject must be notified as
soon as reasonably practical after collection;>°

e contain all the information listed below;>*

e be clear and concise; and

47 Section 17 of POPIA and sections 14 and 51 of PAIA.
48 Section 18 of POPIA.

49 Section 18(4) of POPIA lists additional exceptions. We do not mention them here because they are not
relevant to Direct Marketing Activities.

50 Section 18(2) of POPIA.

51 Section 18(1) of POPIA.
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e be kept up to date; for instance, if the Processing purpose changes or Direct
Marketing channels change, Personal Information will be shared more widely or sent
to another country, then these changes must be reflected in the notice.

Privacy notices or statements must inform Data Subjects of the following:

e the Personal Information being collected

e the source of Personal Information is being collected from

e the name and contact details of the Responsible Party

e the purpose for which the Personal Information is being collected

e whether supplying Personal Information is mandatory or voluntary

e the consequences of not supplying the Personal Information

e any particular law requiring or authorising the collection of the Personal Information

e whether the Responsible Party intends to transfer the Personal Information across
borders and the level of protection provided

e the recipients or categories of recipients of the Personal Information

e the nature and category of the Personal Information

e the Data Subject's right to rectify incorrect or out-of-date Personal Information

e the Data Subject's right to object to Direct Marketing

e the Data Subject's right to complain to the Regulator, and the Regulator's contact
details

6.7. Condition 7: Security safeguards
6.7.1 Establish appropriate technical and organisational safeguards

POPIA provides that a Responsible Party must establish appropriate, reasonable, technical
and organisational safeguards to secure Personal Information.>> When considering what is
appropriate, Responsible Parties must identify the risks posed by their Direct Marketing
Activities and obtain expert advice (if necessary) to achieve the level of security that is
proportionate to the risk to the Data Subject. Responsible Parties must have due regard to
generally accepted information security practices and procedures which may apply to Direct
Marketing Activities

The following elements could indicate a high-security risk in Direct Marketing Activities:

large-scale Processing

matching or combining Personal Information from different sources
Processing Special Personal Information

Processing Personal Information of Children or other vulnerable groups
where Processing may give rise to discrimination, identity theft or fraud
sharing Personal Information across borders

sharing Personal Information with Third Parties

I

52 Section 19(1) of POPIA.
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[] using newor unusual technologies

6.7.2 Security compromises

This section applies to 'security compromises' where there are reasonable grounds to
believe that Personal Information has been accessed or acquired by an unauthorised
person.>3

Responsible Parties must ensure that their employees are trained to recognise and report
security compromises.

Responsible Parties must document a security compromise response procedure and have an
email address or telephone number where anyone can report a suspected security
compromise. The security compromise procedure must include the following steps:

e mitigate risks as soon as reasonably practicable by restoring the confidentiality,
integrity and availability of Personal Information and preserving evidence;

e conduct a risk assessment by identifying the possible consequences of the security
compromise and identifying measures the Responsible Party and Data Subjects can
take to mitigate consequences and to protect Data Subjects from further
unauthorised access;

e notify the Regulator using Form SCN1 as soon as reasonably possible after
discovering the security compromise, taking into account the requirements of law
enforcement and any measures reasonably necessary to mitigate the risks to the
Responsible Party and Data Subjects; and

e notify Data Subjects as soon as reasonably possible after discovering the security
compromise unless a Public Body in law enforcement or the Regulator asks for a
delay.

Responsible Parties must notify Data Subjects of a security compromise in at least one of
the following ways, namely by:

e mail at the last known physical or postal address;

e email;

e SMS;

e placing a prominent notice on the Responsible Party's website; or
e publishing a notice in the news media.

6.8. Condition 8: Data subject participation

In terms of POPIA, Data Subjects have certain rights regarding Direct Marketing. Responsible
Parties must ensure that Data Subjects can exercise these rights and that the procedure
Data Subjects should follow is effortless and free.

53 Section 22(1) of POPIA.
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6.8.1 The righttounsubscribe from direct marketing communications

Data Subjects always have the right to unsubscribe from Direct Marketing. Data Subjects
may unsubscribe directly with the Responsible Party.>*

Responsible Parties must include the following in all Direct Marketing communications to
Data Subjects:

e the identity of the sender or the person on whose behalf the communication has
been sent; and

e an address or other contact details to which the Data Subject may send a request
that Direct Marketing must cease.>

The unsubscribe process must be free of unnecessary formality. >®
In certain circumstances the unsubscribe process must be free of charge, for instance:

e when determining whether a Data Subject is a ‘customer’ for Electronic Direct
Marketing purposes (see paragraph 6.2.3.2), the Data Subject must have been given
a reasonable opportunity to object free of charge when the Personal Information
was collected and each with each Direct Marketing communication thereafter;

e when the Data Subject counts as a ‘consumer’ as defined in terms of the Consumer
Protection Act’; and

e when the Responsible Party is a member of the WASPA Code of Conduct.?®

54 Section 5(e) of POPIA.
55 Section 69(4) of POPIA.
56 Section 69(3) of POPIA.

5768 of 2000 ('the CPA'). Section 11(2) of the CPA provides that ‘to facilitate the realisation of each consumer’s
right to privacy, and to enable consumers to efficiently protect themselves against the activities contemplated
in subsection (1), a person who has been approached for the purpose of direct marketing may demand during
or within a reasonable time after that communication that the person responsible for initiating the
communication desist from initiating any further communication’, Additionally, section 11(5) provides that ‘No
person may charge a consumer a fee for making a demand in terms of subsection (2) or registering a pre-
emptive block as contemplated in subsection (3)’. Therefore, read together, sections 11(2) and 11(5) of the
CPA require that unsubscribe processes for direct marketing sent to ‘consumers’ under the CPA, must be free
of charge.

58 Section 16.7 of the WASPA Code of Conduct states that * A member may not charge a consumer a fee for
processing an opt-out request or for registering a pre-emptive block’.
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Responsible Parties must process unsubscribe requests promptly. Where possible, the
Responsible Party must offer the unsubscribe method through the same communication
channel on which the Data Subject received the Direct Marketing.>®

6.8.2 The right to withdraw Consent

Data Subjects have the right to withdraw Consent for any Direct Marketing at any time.®°
When they do, the Responsible Party must stop Processing the Personal Information for
Direct Marketing.

6.8.3 The right to access their Personal Information

Data Subjects have a right to know that their Personal Information is being used in Direct
Marketing Activities and to access a Record of their Personal Information. Data Subjects
may also ask which Third Parties have had access to their Personal Information.®?

Responsible Parties must implement procedures to ensure that they can verify the identity
of Data Subjects and respond to the requests of Data Subjects:®?

e within a reasonable time;
¢ in areasonable manner and format; and
e in areasonably understandable form.

The right to access Personal Information is not absolute. Responsible Parties may or must
refuse to disclose information to which the grounds for refusal set out in Chapter 4 of Part 2
and Chapter 4 of Part 3 of PAIA apply. For instance, Data Subjects are not entitled to their
own Personal Information if giving access would:

e reveal the Personal Information of someone else without the other person's
permission;®3

e disclose privileged documents (in the context of legal proceedings) unless the person
entitled to the privilege has waived that privilege;®*

*SFederation of European Direct and Interactive Marketing’s (‘FEDMA’s) ‘European Code of Practice for the use
of personal data in direct marketing electronic communications annex’ on page 7, available at
https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2010/wp174_annex_en.pdf

60 Section 11(2)(b) of POPIA.
61 Section 23(1) of POPIA.

62 Section 23(1)(b) of POPIA. The prescribed forms and applicable fees are prescribed by the PAIA regulations
of 2021 available at https://inforegulator.org.za/acts/.

63 Section 34 or 63 of PAIA.

64 Section 40 or 67 of PAIA.
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» endanger the life or safety of an individual;®

e breach the Responsible Party's contractual duty of confidence owed to a Third
Party;®® or

e compromise someone else's intellectual property or confidential information.®’

If a part of the Personal Information requested may or must be refused, the Responsible
Party must disclose every other part of the information.

6.8.4 The right to correct or delete personal information
Data Subjects may ask a Responsible Party to:%8

e correct inaccurate, out-of-date, incomplete, or misleading Personal Information that
it possesses or controls;

e delete excessive, irrelevant, out-of-date, incomplete, misleading, or unlawfully
obtained Personal Information that it possesses or controls; and

e destroy or delete Personal Information it controls in contravention of this Code.

When Responsible Parties receive such a request they must first verify the identity of the
Data Subject, and then they must either:%°

e correct, delete, or destroy the Personal Information; or

e provide credible evidence of the accuracy and validity of the Personal Information to
the satisfaction of the Data Subject (in the interim, use of the Personal Information
must be restricted).”®

If the Responsible Party and Data Subject cannot agree on whether the Personal
Information is accurate, the Responsible Party must indicate in their records that the
Personal Information is disputed.”*

If the Responsible Party agrees that the Personal Information should be corrected or
deleted and if the correction or deletion will impact decisions that have been or will be

85 Section 38 or 66 of PAIA.

86 Section 37 or 65 of PAIA.

67 Sections 36, 37, 42, 64, 65 or 68 of PAIA.

68 Section 24(1) and Regulation 3 of POPIA.

89 Section 24(2)(a) to (c) read with section 14(6)(a) of POPIA.
70 Section 14(4)(a) of POPIA.

71 Section 24(2)(d) of POPIA.
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taken about Data Subjects, the Responsible Party must inform everybody who had access to
or who were provided with the Personal Information about the correction or deletion.”?

6.8.5 The right to make representations about automated decisions with a legal
or substantial effect

Data Subjects have additional rights if the Direct Marketing Activities involve automated
decision-making. Automated decisions are decisions that:”3

e have legal consequences or will have a substantial effect on the Data Subject;

e are automated (i.e., made without human intervention); and

e are based on an analysis of aspects of the Data Subject's personality, behaviour,
interests, and habits (e.g., creditworthiness, location, personal preferences, or
conduct).

When Direct Marketing Activities involve automated decision-making, Responsible Parties
must:’*

e allow Data Subjects to make representations about the decision; and
e provide Data Subjects with sufficient information about the underlying logic of the
automated decision to allow them to make representations.

6.9. Processing Special Personal Information

One of the following justifications must apply if a Responsible Party wants to Process Special
Personal Information in Direct Marketing Activities:”>

e the Personal Information was deliberately made public by the Data Subject;”®

e the Data Subject consented to the Processing of their Special Personal Information
for the Direct Marketing Activities;’” or

e ajustification provided in sections 28 to 33 applies.”®

72 Section 24(3) of POPIA.
73 Section 71(1) of POPIA.
74 Section 71(2)(b) and 71(3) of POPIA.

75 Section 27 provides for additional justifications for the use of Special Personal Information. We do not
mention them here because they do not apply to Direct Marketing Activities.

76 Section 27(1)(e) of POPIA.
77 Section 27(1)(a) of POPIA.

78 Section 27(1)(f) of POPIA.
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6.10. ProcessingPersonal Information of Children

One of the following justifications must apply if a Responsible Party wants to Process the
Personal Information of Children in Direct Marketing Activities:

e the Personal Information was made public deliberately by the Child with the Consent
of a parent or guardian;”® or

e aparent or guardian Consented to the Child's Personal Information being used for
Direct Marketing.®°

If a Responsible Party wants to Process the Special Personal Information of a Child for Direct
Marketing Activities, they must also comply with the requirements for the lawful Processing
of Special Personal Information.

6.11. Transborder information flows

Direct Marketing Activities often require the transfer of Personal Information to other
countries. A Responsible Party in South Africa may not transfer Personal Information to a
Third Party who is in a foreign country unless:8!

e the Third-Party recipient is subject to a law, Binding Corporate Rules or binding
agreement which provide an adequate level of protection that
o effectively upholds the principles for reasonable Processing of the
information that is substantially similar to the conditions for lawful
Processing of Personal Information in POPIA; and
o includes provisions that are similar to this paragraph, relating to the further
transfer of Personal Information from the recipient to Third Parties in a
foreign country;

e the Data Subject Consents to the transfer;

e the transfer is necessary for the performance of a contract between the Data Subject
and the Responsible Party;

e the transfer is necessary for the implementation of pre-contractual measures taken
in response to the Data Subject's request;

e the transfer is necessary for the conclusion or performance of a contract concluded
in the interest of the Data Subject between the Responsible Party and a Third Party;
or

e the transfer is to the benefit of the Data Subject, but it was impossible to obtain
their Consent, and they would likely have Consented to the transfer if asked.

79 Section 35(1)(e) of POPIA.

80 Section 35(1)(a). Section 35 provides for additional justifications for the use of the Personal Information of
Children. We do not mention them here because they don’t apply to Direct Marketing Activities.

81 Section 72(1) of POPIA.
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6.12. Information'matching programmes

Information Matching Programmes form a vital part of the Direct Marketing industry,
mainly concerning Direct Marketing Activities such as data enrichment, Profiling, and Lead
Generation.

Example of an Information Matching Programme in a Direct Marketing context:

DMASA members must de-duplicate their Direct Marketing campaign lists against DMASA’s

Do Not Contact (DNC) register. Members must compare the Data Subjects' contact details in
their campaign databases with those on the DNC register to see whether any Data Subjects

in their databases have registered.

Responsible Parties who use Information Matching Programmes must put adequate
safeguards in place In addition, they must:

e ensure that the algorithms used to match the information have been validated and
reviewed to ensure that the information is valid, applicable, fair, and appropriate;

e put measures in place to regularly assess the quality of the Personal Information
used in the Information Matching Programme; and

e provide Data Subjects whose Personal Information is used in the programme
meaningful access to the Personal Information and allow Data Subjects to make
representations about the accuracy of the information unless prohibited by law.

6.13. Profiling and automated decision-making

Marketing profiles are records of Data Subject's characteristics created by acquiring
Personal Information from multiple sources and then using it to target products and
services.®?

Profiling has two components, namely:
e profile generation: the process of inferring a profile;® and

profile application: the process of treating (i.e., deciding on a person or entity) Data Subjects
in light of this profile.2*If a Responsible Party makes automated decisions based on Profiles
that result in legal consequences for the Data Subject or that substantially affect the Data

82 SA Law Reform Commission Project 124 on Privacy and Data Protection (2009 Report), page 367, available at
https://www.saflii.org/za/other/ZALRC/2009/1.pdf.

83 Section 71(1) of POPIA includes a list of examples that would be considered as ‘profiling’ including profiles
created to assess the data subject’s ‘performance at work, or his, her or its creditworthiness, reliability,
location, health, personal preferences or conduct’.

84 SA Law Reform Commission Project 124 on Privacy and Data Protection (2009 Report), page 368, available at

https://www.saflii.org/za/other/ZALRC/2009/1.pdf.
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Subject, the Responsible Party must implement appropriate measures to protect the Data
Subject's legitimate interests, including to:

e provide an opportunity for the Data Subject to make representations about the
decision; and

e provide the Data Subject with sufficient information about the underlying logic of
the automated Processing of the information and allow Data Subjects to make
representations about the accuracy of the information unless prohibited by law.

7. Authorisations

The Regulator has issued this Code in terms of chapter 7 of POPIA after DMASA applied on
behalf of their members. This means that DMASA members who Process Personal
Information for Direct Marketing Activities in compliance with this Code are exempt from:

e requesting prior authorisation for the processing activities referred to in section
57(1) of POPIA;® and

e having to notify the Regulator when they intend to conduct any Processing activities
as referred to in section 57(1) of POPIA.8¢

This includes an exemption for activities that involve the Processing of unique identifiers for
purposes other than the purpose it was initially collected for, to link, pool or combine the
Personal Information with the Personal Information Processed by other Responsible
Parties.®’

Some linking activities of unique identifiers will constitute an Information Matching
Programme, and some will not. Even though Responsible Parties regulated by this Code are
not required to notify the Regulator or obtain prior authorisation for linking activities
involving unique identifiers, linking activities are still considered 'high-risk'.28 This means
that Responsible Parties conducting linking activities involving unique identifiers must

85 The specific processing activities include: processing any unique identifiers of data subjects for a purpose
other than the one for which the identifier was specifically intended at collection, and with the aim of linking
the information together with information processed by other responsible parties; processing information on
criminal behaviour or on unlawful or objectionable conduct on behalf of third parties; processing information
for credit reporting; and transferring special personal information, or the personal information of children to a
third party in a foreign country that does not provide an adequate level of protection for the processing of
personal information (section 57(1) of POPIA).

86 Section 58 of POPIA.

87 Section 57(1)(a) of POPIA.

88 |CO ‘Examples of processing ‘likely to result in high risk’, available at https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-

protection-impact-assessments-dpias/examples-of-processing-likely-to-result-in-high-risk/
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implement the same safeguards as required for Information Matching Programmes in
paragraph 6.12.

8. Enforcement of the Code
The following people may submit a complaint in terms of this Code:

e a Data Subject
e aperson acting on behalf of a Data Subject
* acompetent person acting on behalf of a Data Subject who is a Child

Responsible Parties and DMASA must follow the following process when they receive a
complaint from a Data Subject:

8.1. The data subject must complain to the responsible party first
Responsible Parties must:

e let Data Subjects know how to complain;

e use a complaint form that is substantially similar to Part 1 of Form 5;%

e have a dedicated team or channel to receive complaints and make the contact
details of this team or channel readily available to Data Subjects ;

e have a process in place to manage complaints; and

e help Data Subjects to ensure that the complaint is heard — even if Data Subjects do
not follow the correct procedure.

If a Data Subject believes that a Responsible Party has breached this Code, they must first
complain to the Responsible Party, where appropriate and practical.®® If a Data Subject
makes the complaint directly with DMASA, DMASA will refer the complaint to the
Responsible Party.

Data Subjects or DMASA may escalate the complaint to the Regulator if:

e the Data Subject will be disadvantaged if the complaint is directed to the
Responsible Party;

e asystemic violation of the protection of Personal Information has occurred;

e the Responsible Party has a history of habitual violation of the Code;

e the complainants represent a class of Data Subjects that brings a complaint against
the same Responsible Party; or

89 POPIA regulation 7.

9 Section 77(1)(f) provides that the Regulator can decline to act if the data subject does not follow the
complaints procedure set out in an accredited Code.
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e several complaints have arisen from similar circumstances, and there is a common

issue of law or fact.

8.2. The responsible party must investigate the complaint

If the Responsible Party needs further information to investigate the complaint, they must
request it from the Data Subject within 14 business days of receiving the complaint.

They must give the Data Subject at least 14 business days to respond. The Responsible Party

must decide on the information received from the Data Subject within 14 business days of
the end of the response period. The Responsible Party must provide reasons for their

decision in writing and in plain language.

complaint

Responsible Party receives aJ
. —

Y

Responsible Party has 14
business days to ask for more

information

Data Subject has 14 business
days to respond

Y

Responsible Party has 14
business days to make a

decision

However, if the Responsible Party does not require further information from the Data
Subject, the Responsible Party must decide within 30 business days of receiving the

complaint.
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Y days

Responsible Party has 30
business days to make a
decision

Throughout the complaint process, the Responsible Party must keep the Data Subject
adequately informed of:

e the progress of the complaint;

e causes of any delays in the finalisation of the complaint and revised timelines;
e the Responsible Party’s decision in response to the complaint; and

e the reasons for the Responsible Party’s decision in response to the complaint.

8.3. The data subject may escalate the complaint to DMASA

If the Data Subject is unsatisfied with the Responsible Party's decision, the Responsible Party
must inform the Data Subject of their right to escalate their complaint to DMASA. The
Responsible Party must provide reasonable assistance to ensure that the Data Subject's
complaint reaches DMASA.

The Data Subject may escalate the complaint to DMASA within 30 business days of receiving
the Responsible Party's decision.

The Data Subject must send the following documentation to the DMASA Complaints
Department via email at [insert email address], via fax at [insert fax no.] or via post or in
person to [insert physical address]:

e the original complaint and any additional information they provided to the
Responsible Party and the date of the complaint

e the decision made by the Responsible Party and the date of the decision

e thereasons why the Data Subject disagrees with that decision

8.4. DMASA must facilitate the complaint

DMASA must facilitate the hearing of all complaints escalated to them in terms of the Code.
DMASA may facilitate complaints escalated to them in terms of this Code, either by way of
an assessment, or an investigation of the complaint.
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8.4.1 Assessment

DMASA may, to settle the complaint speedily, assess the merits of the complaint without
doing an investigation and suggest to the Data Subject and Responsible Party how the
complaint should be settled.

DMASA may, after collecting relevant records and information to assess the complaint, form
an initial view on the matter with respect to:

e the Responsible Party’s potential liability; and
e the remedies (if any), DMASA believes the Data Subject is entitled to.

The possible outcomes of an assessment include:

e the complaint is resolved as requested by the Data Subject; or

e some, but not all remedies requested by the Data Subject are provided; or

e none of the remedies requested by the Data Subject are provided, and DMASA
suggests other remedies available to the Data Subject.

8.4.2 Investigation

DMASA may investigate the complaint. DMASA representatives may engage directly with
the Responsible Party and the Data Subject to try and resolve the complaint.

If the Responsible Party assures DMASA that they will not repeat the action that the
complaint was about, and the Data Subject is satisfied, DMASA may facilitate a settlement
agreement between the Responsible Party and the Data Subject.

8.4.3 Mediation

DMASA mut advise the Responsible Party and the Data Subject of its decision regarding the
assessment or investigation within 30 business days of receiving the complaint.

The Responsible Party and the Data Subject must advise the DMASA within 10 business days
of receiving DMASA’s decision about whether they accept DMASA’s decision or not.

If the complaint is resolved because of the Responsible Party and the Data Subject accepting
DMASA's decision or acquiring DMASA's assistance in arriving at a settlement agreement,
the decision must be recorded and carried out.

If the Responsible Party or Data Subject do not accept DMASA’s decision or cannot arrive at
a settlement agreement and the complaint remains unresolved, DMASA must inform the
Responsible Party and the Data Subject of the further options available to them (including
referring the complaint to the independent adjudicator, referring the complaint to the
Regulator or instituting civil proceedings).
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8.5. .The independent adjudicator reviews the decision

If DMASA cannot broker a settlement agreement or provide a decision which both the
Responsible Party and Data Subject accept within 45 business days of receiving the
complaint, it will refer the complaint to the independent adjudicator(s) and provide them
with all the documents that the Responsible Party and the Data Subject submitted. The
independent adjudicator(s) may ask the Responsible Party and the Data Subject for more
information. The adjudication of the complaint by an independent adjudicator will take
place in Johannesburg and in accordance with the rules of the Arbitration Foundation of
Southern Africa’s domestic arbitration rules. These rules can be found at
https://arbitration.co.za/.

The independent adjudicator(s) must provide DMASA with a written decision on the
complaint within 45 business days of receiving the complaint. It may take longer if it is
necessary to ask for more information to adjudicate the complaint fairly. If the independent
adjudicator(s) finds that the Responsible Party is in breach of the Code, DMASA may ask the
Responsible Party to:

e take specified steps; or
e stop Processing Personal Information for a specified purpose or in a specified
manner.

DMASA will communicate the decision to the Responsible Party within 14 business days of
receiving the independent adjudicator's decision.

8.6. The data subject or responsible party may refer the complaint to the
Regulator

If the Responsible Party or the Data Subject is dissatisfied with the independent
adjudicator's decision, they may refer the complaint to the Regulator. They can do this by
submitting Part || of Form 5 to POPIAcomplaints@inforegulator.org.za within 30 business
days of receiving the decision.’?

The independent adjudicator’s decision will remain in effect until the Regulator makes a
decision.*?

8.7. The data subject may institute civil proceedings

Regardless of where they are in the complaints process, the Data Subject may institute civil
proceedings regarding an alleged interference with the protection of their Personal
Information (as provided for in terms of section 99 of POPIA) at any time.

91 Section 63(3) of POPIA and POPIA Regulation 7.

92 Section 63(4) of POPIA.
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9. Independent adjudicator

9.1. Appointment

DMASA must appoint individuals to serve on its panel of independent adjudicators.
Individuals appointed by DMASA as independent adjudicators must have suitable
qualifications or experience at an expert level in the legal and Direct Marketing industry.
They must have an impeccable reputation and must not have been found guilty of
misconduct or ethical violations in the past.

When DMASA receives a complaint for adjudication, DMASA must assign an independent
adjudicator(s) to make a decision. The assigned independent adjudicator(s) must not have
any conflicts of interest or any affiliation with the Responsible Party or Data Subject.

9.2. How independent adjudicators must adjudicate complaints
The independent adjudicator must:
e consider the matters listed in section 44 of POPIA when adjudicating a complaint;
* be impartial;
e be accessible and efficient;
e assist Data Subjects in participating in the adjudication process;

e follow a flexible procedure; and
e observe the principles of natural justice and procedural fairness.

Adjudicators may call for further information or require that the Data Subject or
Responsible Party provide oral evidence.

9.3. Reports to the Regulator

The panel of independent adjudicators must submit an annual report to the Regulator that
specifies the number and nature of complaints made to the panel during that financial year.

The report must be made in a form satisfactory to the Regulator within five months of the
end of the Regulator's financial year (31 March).

10. Administration of the Code

DMASA may, on its own or in response to a complaint:

e ask a Responsible Party to demonstrate their compliance with the Code by producing
the documentation referred to in the accountability checklist at paragraph 5.3; and

* require a Responsible Party to produce a report by an independent auditor on their
compliance with the Code at the cost of the Responsible Party.

DMASA will provide an annual report to the Regulator. This report must include:

e the steps DMASA took to monitor compliance with the Code;

33

w
2
F
Q
<
3
w
E
z

DIRECT MARKETING ASSOCIATION OF SOUTH AFRICA



e information received from Responsible Parties on their level of compliance;

e the number and nature of complaints made to an adjudicator during that financial
year, the average time it took to resolve the complaints and statistical information
about the nature and outcomes of the complaints;

e aggregate information about systemic issues or serious or repeated non-compliance
with the Code; and

e trends on the effectiveness of the Code.

11.Review and expiry of the Code

11.1. Review

DMASA may review the Code annually and apply for the Regulator's approval for any
amendments resulting from a review. 3

If the Regulator has approved the amended Code, DMASA will publish the amended Code
on its website within 14 business days from the date of publication of the amended Code in
a Government Gazette.

The Regulator may also, on its own initiative, review the operation of the Code at any time.
If the Regulator deems it necessary, the Regulator may also amend or revoke the Code with
immediate effect or at a future date to be determined by the Regulator.

11.2. Expiry

Unless revoked by the Regulator, the Code will terminate on the last day before the 5th
anniversary of the commencement date. DMASA may apply to the Regulator for the issue of
a revised or new Code before the expiry of the current Code.

12.Glossary

Binding Corporate
Rules

Binding Corporate Rules are Personal Information Processing
policies, within a group of undertakings, which are adhered to by a
Responsible Party or Operator within that group of undertakings
when transferring Personal Information to a Responsible Party or
Operator within that same group of undertakings.

A group of undertakings means a controlling undertaking and its
controlled undertakings.

93 Section 64 of POPIA, read with sections 30-34 of the Guideline to Develop Codes of Conduct in terms of
Section 65 of the Protection of Personal Information Act, 2013 (No.4 of 2013).
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Child A natural person under 18 years who is not legally competent,
without the assistance of a competent person, to take any action or
decision in respect of any matter concerning him- or herself

Competent Person | Any person who is legally competent to consent to any action or
decision being taken in respect of any matter concerning a child

Consent Any voluntary, specific and informed expression of will in terms of
which permission is given for the Processing of personal information

Data Subject The person to whom personal information relates

De-identify In relation to personal information of a data subject, de-identify
means to delete any information that— (a) identifies the data
subject; (b) can be used or manipulated by a reasonably foreseeable
method to identify the data subject; or (c) can be linked by a
reasonably foreseeable method to other information that identifies
the data subject, and "de-identified" has a corresponding meaning

Direct Marketing To approach a data subject, either in person or by mail or electronic
communication, for the direct or indirect purpose of— (a)
promoting or offering to supply, in the ordinary course of business,
any goods or services to the data subject; or (b) requesting the data
subject to make a donation of any kind for any reason

Direct Marketing Includes all the activities in the direct marketing process that involve
Activities the Processing of personal information. For instance:

e collecting Personal Information for Direct Marketing

e lead generation for Direct Marketing

¢ profiling Data Subjects for purposes of Direct Marketing

e sending Direct Marketing messages

e telemarketing

¢ managing Data Subjects' Direct Marketing consent

¢ asking Data Subjects for donations

e destroying or deleting Personal Information used for Direct
Marketing

DMASA The Direct Marketing Association of South Africa
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Electronic Any text, voice, sound or image message sent over an electronic
Communication communications network which is stored in the network or the
recipient's terminal equipment until it is collected by the recipient

Electronic Direct Direct marketing by means of electronic communication. For
Marketing instance:

e email

e SMS

e fax

e automatic calling machines
e push notifications
e direct messaging via social media

Information The comparison, whether manually or by means of any electronic or
Matching other device, of any document that contains personal information
Programme about ten or more data subjects with one or more documents that

contain personal information of ten or more data subjects, for the
purpose of producing or verifying information that may be used for
the purpose of taking any action in regard to an identifiable data
subject

Information Officer | Of, or in relation to, a— (a) public body means an information
officer or deputy information officer as contemplated in terms of
section 1 or 17; or (b) private body means the head of a private
body as contemplated in section 1, of the Promotion of Access to
Information Act

Lead Generation Identifying and cultivating Data Subjects as potential customers for
products or services.

Legitimate Interest | A balancing test of the Responsible Party or Third Party's interest
Assessment against the Data Subject's rights and interests.

Operator A person who processes personal information for a responsible
party in terms of a contract or mandate, without coming under the
direct authority of that party

Person A natural person or a juristic person
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Personal Information relating to an identifiable, living, natural person, and
Information where it is applicable, an identifiable, existing juristic person,
including, but not limited to— (a) information relating to the race,
gender, sex, pregnancy, marital status, national, ethnic or social
origin, colour, sexual orientation, age, physical or mental health,
well-being, disability, religion, conscience, belief, culture, language
and birth of the person; (b) information relating to the education or
the medical, financial, criminal or employment history of the
person; (c) any identifying number, symbol, email address, physical
address, telephone number, location information, online identifier
or other particular assignment to the person; (d) the biometric
information of the person; (e) the personal opinions, views or
preferences of the person; (f) correspondence sent by the person
that is implicitly or explicitly of a private or confidential nature or
further correspondence that would reveal the contents of the
original correspondence; (g) the views or opinions of another
individual about the person; and (h) the name of the person if it
appears with other personal information relating to the person or if
the disclosure of the name itself would reveal information about the
person

Personal An assessment which is used to assess whether a process complies
Information Impact | with POPIA.
Assessment/PIIA

Processing Any operation or activity or any set of operations, whether or not by
automatic means, concerning personal information, including— (a)
the collection, receipt, recording, organisation, collation, storage,
updating or modification, retrieval, alteration, consultation or use;
(b) dissemination by means of transmission, distribution or making
available in any other form; or (c) merging, linking, as well as
restriction, degradation, erasure or destruction of information

PAIA The Promotion of Access to Information Act 2 of 2000 and its
regulations

POPIA The Protection of Personal Information Act 4 of 2013 and its
regulations

Profiling Means any form of automated Processing of Personal Information

to evaluate certain aspects relating to a Data Subject.
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Public body Means-

(a) any department of state or administration in the national or
provincial sphere of government or any municipality in the local
sphere of government; or

(b) any other functionary or institution when-

(1) exercising a power or performing a duty in terms of the
Constitution or a provincial constitution; or

(2) exercising a public power or performing a public function in
terms of any legislation.

Public Record A record that is accessible in the public domain and which is in the
possession of or under the control of a public body, whether or not
it was created by that public body

Record Any recorded information— (a) regardless of form or medium,
including any of the following: (i) writing on any material; (ii)
information produced, recorded or stored by means of any tape
recorder, computer equipment, whether hardware or software or
both, or other device, and any material subsequently derived from
information so produced, recorded or stored; (iii) label, marking or
other writing that identifies or describes anything of which it forms
part, or to which it is attached by any means; (iv) book, map, plan,
graph or drawing; (v) photograph, film, negative, tape or other
device in which one or more visual images are embodied to be
capable, with or without the aid of some other equipment, of being
reproduced; (b) in the possession or under the control of a
responsible party; (c) whether or not it was created by a responsible
party; and (d) regardless of when it came into existence

Regulator The Information Regulator established in terms of section 39 of
POPIA.?*

Responsible Party | A public or private body or any other person which, alone or in
conjunction with others, determines the purpose of and means for
processing personal information

9 More information about the Regulator is available on their website https://inforegulator.org.za/.
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Special Personal Personal information concerning— (a) the religious or philosophical
Information beliefs, race or ethnic origin, trade union membership, political
persuasion, health or sex life or biometric information of a data
subject; or (b) the criminal behaviour of a data subject to the extent
that such information relates to— (i) the alleged commission by a
data subject of any offence; or (ii) any proceedings in respect of any
offence allegedly committed by a data subject or the disposal of
such proceedings

Third Party Means a natural or legal person, Public Body, agency or body other
than
e the Data Subject,
e Responsible Party,
e Operator, and
e persons who, under the direct authority of the Responsible
Party or Operator, are authorised to process personal data.

Unique Identifier Any identifier that is assigned to a data subject and is used by a
responsible party for the purposes of the operations of that
responsible party and that uniquely identifies that data subject in
relation to that responsible party
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